
Organizations pursuing FedRAMP High and DoD IL4/5 certification face the most rigorous identity and access 
security requirements. Compliance demands adherence to Digital Identity Level 3 (IAL3, AAL3, FAL3) as defined in the 
FedRAMP High Readiness Assessment Report and the DoD IL4/5 Security Assessment Report.

NextgenID’s PresenceID™ simplifies this journey by delivering fully compliant, end-to-end identity proofing and 
credentialing, enabling organizations to meet requirements faster while strengthening overall security posture.

Achieve FedRAMP High & DoD IL4/5 Certification with Confidence

Meet Digital Identity Level 3 with PresenceID™

A Secure & Scalable Identity Proofing Solution for 
Cloud Compliance

PresenceIDTM

High-Assurance Identity Proofing  
& Credentialing Solution

Identity Station Kiosk

•	 IAL3: Verified Identity Proofing: NextgenID is the only Kantara Initiative-
certified Supervised Remote Identity Proofing (SRIP) solution, ensuring 
secure, auditable, and human-supervised verification at scale.

•	 AAL3: High-Assurance Credentials: Issue PIV-I smart cards, YubiKeys, or 
other FIDO tokens for robust workforce authentication.

•	 FAL3: Trusted Digital Certificates: US Federal Bridge cross-certified 
certificates guarantee secure access to critical cloud apps and 
infrastructure.

Outcome: Full compliance with NIST SP 800-63 and FedRAMP guidance, with 
minimal operational friction and a scalable deployment model.

Eliminate Compliance Barriers: 
Proven solution that meets high-
assurance identity proofing and 
credential issuance requirements 
out-of-the-box.

Key Benefit: Organizations achieve FedRAMP High and DoD IL4/5 readiness faster, with reduced operational costs 
and scalable identity proofing for any workforce size.

Remote & Convenient: Access 
PresenceID™ at nationwide network 
locations, via mobile enrollment 
units, or on enterprise deployed 
units.

Secure & Reliable: Advanced 
encryption, multi-factor 
authentication, tamper-proof 
hardware, and full audit logging 
ensure uncompromised security.
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PresenceID™ is purpose-built to meet FedRAMP High and DoD IL4/5 controls. By replacing traditional processes 
with a modern, scalable, remote solution, PresenceID™ enables organizations of all sizes to meet high-assurance 
credential requirements without compromise. It provides credential issuance for PIV-I smart cards, YubiKeys, and 
other FIDO tokens; supports large, distributed federal workforces; and streamlines identity proofing for hybrid teams 
while reducing cost and risk.

PresenceID™ offers portable, high-assurance mobile enrollment units designed for large workforces, distributed 
teams, or contractors. These compact mobile units contain all of the components required to collect any biometric, 
biographic, and administrative data. They can operate in-person or via SRIP, ensuring supervised remote proofing 
anywhere. Each session is logged, recorded, and compliant with FedRAMP High and DoD IL4/5 standards. Credentials 
such as PIV-I smart cards, YubiKeys, or other FIDO tokens can be issued immediately following proofing.

Key Benefit: Mobile PresenceID™ units bring high-assurance identity proofing directly to your workforce, enabling 
fast, secure, and compliant enrollment anywhere.

High-Assurance Identity. Built For Federal Standards.

Mobile Services for Mass Enrollment

How NextgenID Meets NIST SP 800-63-3 IAL3 — and Others Don’t 

Human Supervision (Live oversight during proofing) 

Fully Integrated, Secured & Monitored Kiosk 

Credential Binding & Issuance (PIV, PIV-I, FIDO2, YubiKey, CAC) 

Evidence Validation & Fraud Mitigation (Authoritative data sources, 
geolocation, device fingerprinting) 

Multispectral ID Document Authentication (Visible, IR, UV, MRZ, chip) 

NextgenID’s 
PresenceID™ SRIP / IAL3 Requirement 

Alternative 
Solutions

Human Operator Training & Certification 

Fully Integrated, Secured & Monitored Mobile Unit

Kantara-Certified IAL3 Component 

Multi-Modal Biometric Collection (Face, Fingerprint, Iris) 

Tamper-Resistant Hardware Components 

End-to-End Encryption  

No End-User Control of Device (Unlike tablets) 

FedRAMP / FISMA-Authorized Hosting 

Continuous Monitoring & Remote Management 

Complete Audit Trail & Governance 

Proven Third-Party Certification (Kantara, NIST, FIPS, ISO) 


